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DNNs: the good in fitting...

Figure: DNN Training curves on CIFAR10, from [1]

◦ Benign overfitting [2]
I model complex enough to fit random labels
I zero training error and low test error

◦ Empirical risk minimization

f̂ := arg min
f∈F

{
1
n

n∑
i=1

`
(

fw(xi), yi

)}
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DNNs: the bad in robustness...

(a) Invisibility [3] (b) Stop sign classified as 45 mph sign [4]
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Adversarial training [6, 7, 8]

min
w

{
1
n

n∑
i=1

[
max

x′
i
∈Bδ,∞(xi)

`
(

fw(x′
i), yi

)]}
with the perturbation ball Bδ,∞(x) = {x′ : ‖x − x′‖∞ ≤ δ}

Figure: Results on CIFAR-10 with δ = 8/255 [5].

Observations:
I robust overfitting: overfitting on adversarial

training data harms the robust generalization
I robust generalization gap: gap between

standard/robust generalization error
I robust-accuracy trade-off: adversarial training

obtains a robust model but clean accuracy drops
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Motivation: Can we avoid robust overfitting?

Theorem (Curse of dimensionality [9])
A ReLU DNN requires parameters m = Ω(ε−d) to classify any two ε-separated sets A, B ⊆ [0, 1]d.

Figure: The class separation in image data.
source from [10].

perturbation ε Train-Train Test-Train
MNIST 0.1 0.737 0.812
CIFAR-10 0.031 0.212 0.220
SVHN 0.031 0.094 0.110
ResImageNet 0.005 0.180 0.224

Table: Separation of real data under typical perturbation radii. [10]

existence

statistically

approximation optimization

computationally

generalization
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Preliminary: statistical learning theory (regression)

◦ Empirical risk minimization

f̂ := arg min
f∈F

{
1
n

n∑
i=1

(
fw(xi) − yi

)2

}
◦ approximate the target function
fρ := arg minf∈F E(f)
◦ the expected risk

E(f) := E(x,y)∼ρ(fw(x) − y)2

I excess risk E(f̂) − E(fρ)
I using the squared loss: ‖f̂ − fρ‖2

ρ, where
‖f‖2

ρ =
∫

X
(f(x))2dρX(x) [11]

◦ Empirical adversarial risk minimization

f̂over = arg min
f∈F

{
1
n

n∑
i=1

max
x′

i
∈Bδ,∞(xi)

(
f(x′

i) − yi

)2

}
◦ approximate the robust target function
fδ

ρ (x) := arg minf∈F Eδ(f)
◦ the robust expected risk

Eδ(f) := E(x,y)∼ρ max
x′∈Bδ,∞(x)

(
fw(x′) − y

)2
.

◦ robust excess risk: Eδ(f̂over) − Eδ(fδ
ρ )
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Assumptions

Assumption (source condition)
fρ ∈ W α

∞(X), i.e., the α-Hölder continuous functions W α
∞(X) with α > 0.

‖f‖W α
∞ = ‖f‖∞ + ‖f‖W α

∞ with ‖f‖W α
∞ = sup

x,y

|f(x) − f(y)|
‖x − y‖α

2
.

Assumption (non-irregularity of ρX)

Φρ := {ρX : ρX has bounded support}

Remark: consistency between L1(X) and L1
ρX

(X) by introducing identity mapping Jρ, J̄ρ

Separation distance

For separated data X = {xi}n
i=1 in [0, 1]d, we have

qX :=
1
2

min
i,j

‖xi − xj‖∞ ≤ n− 1
d . [12]
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Standard genralization error under adversarial training

Theorem (standard generalization (Shi, Liu, Cao, Suykens, 2024))
Assume fρ ∈ W α

∞(X ) with α > 0, ρX ∈ Φρ is non-irregular. If δ < min
{

qX
3 , n

− 2α
(2α+d)d

− 1
d

}
, then ∃f̂over

with depth L = O (log n), and width m1 = O (nd), m2, . . . , mL = O (log n), such that

sup
fρ∈W α

∞(X ),ρX ∈Φρ

E
[
E
(

f̂over
)

− E (fρ)
]
.

(
n

log n

)− 2α
2α+d

.

Textbook results (optimal rates of convergence) on Hölder space [13]

inf
f̂∈F

sup
fρ∈W α

∞(X ),ρX ∈Φρ

E
[
E(f̂) − E(fρ)

]
= Θ

(
n

− 2α
2α+d

)
.

I construction based on ρ and data
I linear over-parameterization is enough
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Robust overfitting: upper bound

Eδ(f) − Eδ(fδ
ρ ) ≤ Eδ(f) − E(f) + E(f) − E(fρ)

Theorem (robust generalization error (Shi, Liu, Cao, Suykens, 2024))
Assume fρ ∈ W α

∞([0, 1]d) with α ≥ 2, and ρX ∈ Φρ is non-irregular. If δ < 1
3 min

{
n

− 1
d−1 , qX

}
, then there

exists f̂over with
I depth L = O

(
log 1

δ

)
I width m1 = O

(
δ

− d
2α−2 log 1

δ
+ nd

)
, m2, . . . , mL = O

(
δ

− d
2α−2 log 1

δ

)
I non-zero free parameters O

(
δ

− d
2α−2 log 1

δ
+ nd

)
such that Êδ(f̂over) = 0 and

E
[
Eδ(f̂over) − Eδ(fδ

ρ )
]
.

√
dδ .

Remark:
I If 1

3 n
− 1

d−1 ≤ δ < qX
3 ≤ 1

3 n− 1
d , we have robust excess risk .

√
d ((4 + 2C0)δ)d n, ∀C0 ∈ (0, 1].
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Summary: take-away messages

#parameters Upper bound

standard generalization O(nd) Õ
(

n
− 2α

2α+d

)
robust generalization O

(
nd + δ

− d
2α−2 log 1

δ

)
O(

√
dδ)

I more smooth, less #params
I Examples: δ < n− 1

d

◦ δ = 1
n

: robust overfitting?

well-separated data + target function is smooth enough + perturbation is small enough

⇒ Avoid robust overfitting!

◦ robust generalization gap by taking δ := n
− 2α

2α+d < n− 1
d

α > d
2(d−1) and α > 2 #parameters Upper bound

robust generalization Õ
(

nd + n
αd

(2α+d)(α−1)
)

O
(

n
− 2α

2α+d

)

Fundamental limits on robust overfitting | Fanghui Liu, fanghui.liu@warwick.ac.uk Slide 11/ 14



Summary: take-away messages

#parameters Upper bound

standard generalization O(nd) Õ
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Proof roadmap

robust excess risk Eδ(fstudent
D,θ,δ,τ,ϵ)− Eδ(fδ

ρ )

∥∥fstudent
D,θ,δ,τ,ϵ − fρ

∥∥2

ρ

∥fθ − fρ∥W1
∞(X ) ≤ θ

by (Gühring et al., 2020)

configurations of deep ReLU NNs:
non-zero free parameters O

(
θ−

d
α−1 log 1

θ

)

∥∥fstudent
D,θ,δ,τ,ϵ − fθ

∥∥2

ρ

≲ ϵ2 + (4δ)dn
similar to previous estimation

Eδ
(
fstudent
D,θ,δ,τ,ϵ

)
− E

(
fstudent
D,θ,δ,τ,ϵ

)

∥Jρ∥
∫
X maxx′∈Bδ,∞(x)

∣∣fstudent
D,θ,δ,τ,ϵ(x

′)− fstudent
D,θ,δ,τ,ϵ(x)

∣∣ dx

X\ ∪i∈[n] [xi − 2δ − τ,xi + 2δ + τ ]d

fstudent
D,θ,δ,τ,ϵ(x

′) = fθ(x
′) for any x′ ∈ Bδ,∞(x)

|fθ(x′)− fθ(x)| ≤ ∥fθ∥Lipδ

∪i∈[n][xi − 2δ − τ,xi + 2δ + τ ]d

≲ (4δ)dn

Figure 1: The roadmap of proofs.

1

fstudent
D,θ,δ,τ,ε(x) :=

n∑
i=1

yiΓxi−δ,xi+δ,τ (x) + c3×̃ε

(
fθ(x)

c3
, 1 −

n∑
i=1

Γxi−δ,xi+δ,τ (x)

)
.
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Is construction optimal? - robust generalization

Theorem (Robust generalization error: lower bound)
Under the same setting of results from [Theorem�robust generalization error (upper bound)], we have

E
[
Eδ(f̂over

D ) − Eδ(fδ
ρ )
]

≥ ‖J̄ρ‖σ2(4δ)dn −
[
Eδ(fδ

ρ ) − E (fρ)
]

≥ ‖J̄ρ‖σ2(4δ)dn − C̄1‖Jρ‖
√

dδ ,

where C̄1 is a constant independent of d, n and δ.

I Eδ(fδ
ρ ) − E(fρ) only depends on the distribution

I C0 can be sufficiently small to match the upper bound (if n
− 1

d−1 ≤ δ < qX
3 )

I optimal for classification (not included in this talk)
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Is construction optimal? - robust generalization

Theorem (Robust generalization error: lower bound)
Under the same setting of results from [Theorem�robust generalization error (upper bound)], we have
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Refer to more results arxiv:2401.13624

Thanks for your attention!

Q & A
my homepage www.lfhsgre.org for more information!
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